
Sentinels Rising
Commercial High-Resolution Satellite Imagery
and Its Implications for US National Security

Lt Col Larry K. Grundhauser, USAF
 Whereas I was blind, now I see.

            — John 9:25 
Authorized (King James) Version 

 
ON 24 DE CEM BER 1997, at the Svo -

bodnyy Cos mo drome situ ated in a 
far cor ner of east ern Si be ria, a
modi fied Rus sian SS- 25 in ter con ti -

nen tal bal lis tic mis sile arched sky ward, but
rather than the sin gle ther mo nu clear weapon 
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*Although the proliferation of ballistic missile technology is beyond the scope of this study, the growing market for commercial
space activities, including spacelift, also has very serious implications for US national security.   As an aside, Start-1 roughly translates
something akin to the “go” in English as in “Ready, set, go!”  It is not related to the commonly used acronym for the Treaty Between the
United States of America and the Union of Soviet Socialist Republics on the Reduction and Limitation of Strategic Offensive Arms of July 31, 1991
(the START Treaty).
    **High-resolution is a relative term, but as it is used by this study describes satellite-imaging systems capable of providing
order-of-magnitude improvements in spatial resolution over earlier systems.



it was origi nally de signed to de liver, it car ried
a pe cu liar cargo—a US- made im ag ing sat el -
lite.* The owner of the sat el lite, Earth Watch,

Inc. of Long mont, Colo rado, con tracted with
Rus sia to boost its Early Bird 1 space craft into
po lar or bit us ing a Start-1 space launch ve hi -
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Ta ble 1

Land- Imaging Sat el lites Planned to be Op era tional by 2000

SYSTEM OWNER SENSOR LAUNCH
DATE

SPATIAL RESOLUTION (METERS) STEREO
TYPE

SWATH (km) GLOBAL
REVISIT (DAYS)

PAN THEMATIC MAPPER BANDS RADAR

VISIBLE AND NEAR IR SHORT-WAVE
IR

THERMAL
IR

1 2 3 4 5 7 6

MULTISPECTRAL

IRS-1C, D

IRS-P5, IRS-2A

SPOT 4

CBERS

Landsat 7

EOS AM-1

R21A, B, C, D

India

India

France

China & Brazil

US

US & Japan

Resource 21

M & P

M

M & P

M & P

M & P

M

M

95, 97

98, 99

98

98, 99

98

98

2000

6

10

–, 8

15

20

30

10

23

6, 23

20

20

30

15

10

23

6, 23

20

20

30

15

10

23

6, 23

20

20

30

15

10

70

23

20

80

30

20

80

30

160

60

5 bands
@ 90

C/T

C/T

C/T

C/T

F/A

70, 142

25, 142

120*

120

185

60

200*

48, 24

125, 22
   
26
   
26
  

16
 

49
  
4

†

HIGH-RESOLUTION

EarlyBird 2

IKONOS 1, 2

QuickBird 1, 2

OrbView 3

SPIN-2

Eros-A

Eros-B

IRS-P6

EarthWatch

Space Imaging

EarthWatch

ORBIMAGE

Russia

West Indian
Space

West Indian
Space

India

M & P

M & P

M & P

M & P

P
‡

P

P

P

98

98, 99

98

98, 99

96, 97

98

99

99

3

1

1

1 & 2

2, 10

1.5

1

2.5

4

4

8

15

4

4

8

15

4

4

8

15

4

4

8

F/A

F/A

F/A

F/A

F/A

F/A

F/A

F/A

36

12

20

4 & 8

180, 200

14

20

10

120
   

247
  

148
  

740, 370
   
   
    
211

 
  

148
 
  

296

HYPERSPECTRAL

EO-1

HRST

ARIES

US

US

Australia

H & M

H

H

99

2000

2000

5

10

128 bands @ 30

32 bands @ 30

256 bands @ 30

32 bands @ 30

15

30

15

200
   

100
   

200

RADAR

RADARSAT Canada SAR 95 10
C-band

50–500

ERS ESA SAR 98 25
C-band

100

Leg end:
 P = Pan chro matic F/A = fore/aft ste reo
 M = Multis pec tral *Swath is achieved by two side- by- side in stru ments
 H = Hy per spec tral †Four (4) sat el lites are planned to pro vide 3.5–4 day- global re peat cov er age
 SAR = Syn thetic Ap er ture Ra dar ‡Pho to graphic film re turn sys tem
 C/T = side- side ste reo

Source: Wil liam E. Sto rey, “Out look for the Fu ture: Land Sens ing Sat el lites in the Year 2000,” chap ter 20 in The Re mote Sens ing Tu to rial On line Hand -
book, by Nicho las M. Short (Green belt, Md.: God dard Space Flight Cen ter, 1988), ta ble 9.

210 bands
@ 30

6 bands
@ 30



cle.1 As the first of an en tirely new gen era tion
of high- resolution** com mer cial im ag ing
sat el lites, Early Bird 1 was pos tured to make
his tory.2 Un for tu nately, soon af ter the sat el -
lite set tled into its low- Earth or bit (LEO), a
prob lem de vel oped with its com mu ni ca tions
sys tem that has pre vented Earth Watch from
is su ing com mands to the sat el lite, and Early -
Bird 1 is non op era tional.3

The false start of the first Early Bird 1 sat el -
lite marked a rather in aus pi cious be gin ning
to what the com mer cial remote- sensing in -
dus try hopes will quickly be come a thriv ing,
mul ti bil lion dol lar mar ket in the years ahead.
Pri vate remote- sensing firms are rac ing to get
their high- resolution im agery sat el lites into
or bit and im agery into the hands of con sum -
ers. De spite the daunt ing tech ni cal and fi nan -
cial risks, in dus try watch ers pre dict that by
mid- 2001, over 30 sat el lites will be in or bit
around the Earth us ing af ford able tech nolo -
gies to pro vide vol umes of im agery to an in ter -
na tional cli en tele with fi del ity pre vi ously
un ob tain able by the gen eral pub lic (see ta ble
1 for sys tem com pari sons).4 No longer will the 
United States and the former So viet Un ion en -
joy their he gem ony over sat el lite im ag ing of
the Earth. In stead, they must share their van -
tage point of Earth from the ul ti mate “high
ground” with other na tions as a fleet of mer -
can tile sen ti nels rises to pro vide high-
 resolution im agery to cus tom ers around the
world.

The Military Challenges of the
Year 2000 Constellation  

The Clin ton ad mini stra tion is sued Presi -
den tial De ci sion Di rec tive INSC- 23 (PDD- 23), 
en ti tled “U.S. Pol icy on For eign Ac cess to Re -
mote Sens ing Space Ca pa bili ties,” on 9 March
1994. It es tab lished the pol icy frame work to
boost the nas cent Ameri can re mote sens ing
mar ket so it could com pete with for eign pro -
vid ers of high- resolution im agery.5 It also
piggy- backed on the ground work al ready laid

by the Land Re mote Sens ing Act of 1992 (P.L.
102- 555), which, in ter alia, rec og nized that
“the na tional in ter est of the United States lies
in main tain ing in ter na tional lead er ship in sat -
el lite re mote sens ing.”6 More im por tant, PDD-
 23 re versed ear lier pol icy that had sought to re -
strict com mer cial en try into the remote- sensing
mar ket. By lib er al iz ing US li cens ing pro ce dures, 
the White House and Con gress for mally
acknowl- edged that not only had the geo po liti -
cal land scape fun da men tally changed, but there 
was sim ply no easy way to get the “ge nie back
into the bot tle” with re spect to the pro lif era tion
of sat el lite im ag ing tech nol ogy.7

Spatial Resolution and
Military Utility

To ap pre ci ate the se cu rity chal lenges
brought about by cur rent and planned com -
mer cial im ag ing sat el lites, it is in struc tive to
sur vey what the first- generation re con nais -
sance sat el lites ac com plished for the United
States. The highly clas si fied Co rona proj ect,
op er at ing un der cover as the Dis cov erer space
flight pro gram, be gan in August 1960 and in
lit tle more than a dec ade col lected over
800,000 im ages over “de nied ter ri tory” that fi -
nally lifted the veil of se crecy from the USSR
that had sty mied ac cu rate as sess ments of So -
viet stra te gic ca pa bili ties.8 With its broad area
cov er age and rea sona bly good spa tial reso lu tion 
(two to 11 me ters), Co rona de bunked the myth
of a “mis sile gap” by pro vid ing the Eis en hower
ad mini stra tion with in con tro verti ble evi dence
that So viet of fen sive mis sile strength had been
sig nifi cantly over es ti mated. Based on this in for -
ma tion, Eis en hower con fi dently re jected pleas
for an Ameri can buildup of its long- range mis -
sile force to close a gap that was merely il lu sory.9

Like Co rona, the com mer cial sys tems that will 
soon be in or bit also hold enor mous po ten tial
for per form ing a wide range of in tel li gence,
sur veil lance, and re con nais sance (ISR) tasks.

Ta ble 2 pro vides a sense of what level of spa -
tial reso lu tion is re quired for ISR us ing com -
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*Targeting is closely related to the ability to detect and precisely identify the given object or location.



monly ac cepted ground reso lu tions re quired
to de tect, iden tify, de scribe, and ana lyze those 
tar gets.10 With the ad vent of one- meter
ground- sample dis tance (GSD) pan chro matic
sen sors as the cur rent per form ance bench -
mark, nearly 60 per cent of the ta ble’s mili tary
in tel li gence tasks, and 85 per cent of the
targeting- related tasks can now be sat is fied.*
Of course, these fig ures merely rep re sent a
rough ap proxi ma tion of what mili tary re -
quire ments could be met since there are many 
other sys tem per form ance fac tors that must
be con sid ered, in clud ing im agery time li ness
and fre quency of cov er age (see the fol low ing

dis cus sion of the US Space Com mand study
Op era tion Seek Gun fighter).

Carnegie Study

Ob vi ously, one- meter GSD im agery data of -
fers sub stan tial mili tary util ity, but the threat
is not only con fined to those sys tems with the
best spa tial reso lu tion. The Car ne gie En dow -
ment for In ter na tional Peace con ducted a
study in the late 1980s that evalu ated the
mili tary util ity of Land sat, Système pour l’ ob -
ser va tion de la Terre (SPOT), and Soyuz karta
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Ta ble 2

Ground Reso lu tion (in me ters)

TAR GET DE TEC TIONa GEN ERAL IDb PRE CISE IDc DESCRIP-
 TIONd

TECH NI CAL
ANALY SISe

Bridges
Ra dar
Sup ply Dumps
Troop Units (in biv ouac or on roads)
Air field Fa cili ties
Rock ets and Ar til lery
Air craft
Com mand & Con trol HQ
Mis siles (SSM/SAM)
Sur face Ships
Nu clear Weap ons Com po nents
Ve hi cles
Mine fields (land)
Ports and Har bors
Coasts and Land ing Beaches
Rail road Yards and Shops
Roads
Ur ban Ar eas
Ter rain
Sub ma rines (sur faced)

 6
 3
 1.5–3.0
 6
 6
 1
 4.5
 3
 3
 7.5–15
 2.5
 1.5
 3–9
30
15–30
15–30
 6–9
60
 –
 7.5–30

 4.5
 1
 0.6
 2
 4.5
 0.6
 1.5
 1.5
 1.5
 4.5
 1.5
 0.6
 6
15
 4.5
15
 6
30
90
 4.5–6

 1.5
 0.3
 0.3
 1.2
 3
 0.15
 1
 1
 0.6
 0.6
 0.3
 0.3
 1
 6
 3
 6
 1.8
 3
 4.5
 1.5

 1
 0.15
 0.03
 0.3
 0.3
 0.05
 0.15
 0.15
 0.3
 0.3
 0.03
 0.06
 0.03
 3
 1.5
 1.5
 0.6
 3
 1.5
 1

0.3
0.015
0.03
0.15
0.15
0.045
0.045
0.09
0.045
0.045
0.015
0.045
0.09
0.3
0.15
0.4
0.4
0.75
0.75
0.03

a De tec tion: Lo ca tion of a class of units, ob jects, or ac tiv ity of mili tary in ter est
b Gen eral Iden ti fi ca tion: De ter mi na tion of gen eral tar get type
c Pre cise Iden ti fi ca tion: Dis crimi na tion with tar get type of known types
d De scrip tion: Size/di men sion, con figu ra tion/lay out, com po nent con struc tion, equip ment count, etc.
e Tech ni cal Analy sis: De tailed analy sis of spe cific equip ment

Sources:  Sen ate Com mit tee on Com merce, Sci ence, and Trans por ta tion, NASA Authori za tion for Fis cal Year 1978, 1642–43; and Re con nais sance Handy
Book for the Tac ti cal Re con nais sance Spe cial ist  (St. Louis, Mo.: McDon nell Doug las Cor po ra tion, 1982), 125.



KFA- 1000 (now Spin-2) im agery. Sur pris -
ingly, the im agery ana lysts dis cov ered that
us ing SPOT’s 10- meter GSD—im agery reso lu -
tion that will soon be con sid ered only me dio -
cre—en abled them to eas ily sat isfy nearly all
the targeting- associated tasks con tained in
the study’s tar get list. The Car ne gie study
con cluded that com mer cial sat el lite im agery
is “rich in in for ma tion which can be used to
af fect the plan ning and exe cu tion of mili tary
op era tions.”11 As a re sult, a new ta ble was de -
vel oped with re vised spa tial reso lu tion cri te -
ria that sum ma rized their find ings (ta ble 3).12

US Space Command Study

A dec ade af ter the Car ne gie proj ect, the US Air 
Force Space Com mand or gan ized its own as -
sess ment of the mili tary util ity of com mer cial 

sat el lite im agery. Op era tion Seek Gun fighter
was con ducted un der the aus pices of the
Space War fare Cen ter and its Ag gres sor Space
Ap pli ca tions Pro ject. The Air Force formed a
“Red Cell”—a simu lated op pos ing force—
which re lied ex clu sively on open- source in -
for ma tion and com mer cial sat el lite im agery
to track the de ploy ment of an air ex pe di tion -
ary force (AEF) to Bah rain in Oc to ber 1997.13

The Red Cell quickly learned a great deal
about the AEF de ploy ment from us ing the
Inter net with out any spe cial Inter net ac cess
privi leges af forded some “dot- mil” sites. For
ex am ple, they dis cov ered where the AEF
would de ploy, its mis sion, and its force com -
po si tion. Im agery col lec tion was more prob -
lem atic, how ever, due to the lim ited number
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Ta ble 3

Ground Reso lu tion (by sen sor sys tem)

TAR GET DE TEC TIONa GEN ERAL IDb QUAN TI TA TIVE
MEAS URE MENTSc

Bridges
Roads
Ra dar
Rail roads
Sup ply Dumps
Ma jor HQ
Air field Fa cili ties
Air craft
Rock ets and Ar til lery
Mis siles (SAM)
Sur face Ships
Sub ma rines (sur faced)
Ve hi cles

MSS/TM
MSS

P
MSS
MSS
MSS
MS
P

MSS/TM
MSS
XS
TM
P

TM/XS
MSS

P
P
P

TM/P
TM
P

XS/P
MSS/TM

XS
XS/P

–

XS/P
TM/XS

–
–
P
P
P
P
–
P

XS/P
P
–

Leg end: 
 MSS: Land sat multis pec tral scan ner (80- meter GSD) XS: SPOT ex tended spec trum sen sor (20- meter GSD)
   TM:  Land sat the matic map per (30- meter GSD)   P: SPOT pan chro matic sen sor (10- meter GSD)

Source: Pe ter D. Zim mer man, “In tro duc tion to Photo- Interpretation of Com meri cal Observation- Satellite Im agery,” In Com meri cal Ob ser va tion Sat el lites
and In ter na tional Se cu rity,  Mi chael Kre pon et al., eds. (Lon don: The Mac mil lan Press Ltd., 1990), 203.

Note: No at tempt was made to list all tar gets in the origi nal chart (See Re con nais sance Handy Book for the Tac ti cal Re con nais sance Spe cial ist [St. Louis,
Mo.: McDon nell Doug las Cor po ra tion, 1982]), 125.
 
a De tec tion: A tar get of the given type is clearly pres ent, but no de tails are ap par ent.
b Gen eral Iden ti fi ca tion: Classes and num bers of ob jects can be dis cerned; lit tle or no doubt the tar get has been prop erly clas si fied.
c Quan ti ta tive Meas ure ment: Quan ti ta tive meas ure ments of the tar get can be made. Ob jects clas si fied by mis sion or type.
 



of com mer cial sat el lite re sources avail able. A
case in point, the Red Cell knew that the Ca na -
dian Ra dar sat could pro vide the time li ness

that was needed, but the sat el lite was al ready
per form ing pri or ity col lec tion in Ant arc tica
and could not be re tasked, nor could the In -
dian IRS- 1C meet op era tional dead lines. The
team did suc ceed, how ever, in task ing SPOT to 
im age the AEF bed down lo ca tions in Bah rain,
as well as Moun tain Home Air Force Base,
Idaho.14 The few SPOT im ages ob tained of -
fered a wealth of in for ma tion that the Red Cell 
could not have oth er wise ob tained. Ana lysts
were able to lo cate the AEF head quar ters, the
lo gis tics ar eas, and a “tent city” for de ployed
per son nel. Ad di tion ally, the se cu rity pe rime -
ter was clearly iden ti fied, as were hard ened
air craft shel ters, re fu el ing ar eas, and hard -
stands.15 The Air Force con cluded that “a valu -
able in tel li gence pic ture can be pieced
to gether us ing a com bi na tion of open source
in for ma tion and sat el lite im agery.”16

Beyond Spatial Resolution

Given the his tori cal mili tary sig nifi cance of
im ag ing sat el lites like Co rona and the re -
sults of stud ies like those con ducted by the
Air Force and the Car ne gie En dow ment, one
won ders why the de bate over com mer cial
im agery sat el lites has fo cused prin ci pally on 
the is sue of spa tial reso lu tion. It is vi tally
im por tant to move be yond the sim plis tic
no tion that spa tial reso lu tion is the de cid -
ing fac tor as to whether a par ticu lar sys tem
may pose a threat to na tional se cu rity. In
fact, mod er ate reso lu tion spec tral data from 
mul ti ple sen sors may ac tu ally pres ent a

greater threat than does high- resolution pan -
chro matic im agery alone.

Spec tral In for ma tion. The com mer cial
sec tor is clearly head ing in the di rec tion of us -
ing multis pec tral im ag ing for a va ri ety of ap -
pli ca tions. These ex tended wave length bands
of fer much more in for ma tion than is avail able 
in even the highest- resolution pan chro matic
im age of the same area. As an ex am ple, im -
agery ob tained in the near- infrared and
short- wave in fra red re gions of the elec tro mag -
netic spec trum can ef fec tively de feat many ef -
forts to use  cam ou flage since these
wave lengths can de tect sub tle changes in the
mois ture con tent of vege ta tion and earthen
ter rain. Spec tral data can also be in ter preted
more eas ily by com put ers than spa tial data,
fa cili tat ing de vel op ment of ex pert sys tems
that can auto mate much of the in ter pre ta tion
pro cess and re duce the bur den on scarce hu -
man re sources.17

Syn ergy. With to day’s ad vances in com -
puter tech nol ogy, it is now pos si ble to use the
phe nome nol ogy from one sen sor, com bine it
with oth ers, and do so us ing low- cost work sta -
tions run ning com mer cially avail able soft -
ware ap pli ca tions. This ap proach makes use of 
the syn er gis tic ef fect whereby the amount of
in for ma tion ob tained by syn the siz ing data
from mul ti ple sen sors ex ceeds that pro vided
by in di vid ual sen sors. Many firms al ready pro -
mote ca pa bili ties to pro vide such hy brid prod -
ucts, al beit in a lim ited fash ion. For in stance,
Space Im ag ing mar kets “pan sharp ened”
multis pec tral im agery prod ucts that are made
by merg ing high- resolution pan chro matic
im agery with multis pec tral im agery. The re -
sult is an im age that con tains a wealth of spa -
tial and spec tral  in for ma tion that
out dis tances what ei ther sen sor could sepa -
rately pro vide.18

The GPS Threat. Se cu rity con cerns over
the pro lif era tion of Global Po si tion ing Sys tem 
(GPS) re ceiv ers around the world of fer a
thought- provoking cor ol lary to the ques tions
raised by the emer gence of high- resolution
com mer cial im agery sat el lites.19 The amaz ing
growth in the use of ci vil ian GPS has caused
alarm in the na tional se cu rity arena. By 2005,
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“A valuable intelligence picture
can be pieced together using a

combination of open source in-
formation and satellite imagery.”



the De part ment of De fense (DOD) es ti mates
that the number of ci vil ian GPS us ers will ex -
ceed three mil lion com pared with a mere
38,000 DOD us ers.2 0 Gov ern ment ef forts to
re strict the qual ity of GPS data in the in ter ests
of pro tect ing US na tional se cu rity have met
with con tro versy simi lar to that of high-
 resolution sat el lite im agery. What is in struc -
tive about the GPS case is that mar ket forces
pro vided a unique and thor oughly crea tive re -
sponse to gov ern ment re stric tions. The mar -
ket de vel oped an in gen ious work around,
known as dif fer en tial GPS, which uses pre sur -
veyed points to as sess and com pen sate for the
GPS er rors in a par ticu lar geo graphic area. By
us ing this method, geo po si tional ac cu racy
that ri vals the GPS data re served for the mili -
tary is pos si ble and should serve as a clas sic
ex am ple of how bu reau cratic reme dies to
tech ni cal prob lems can be over come by a lit -
tle en tre pre neu rial in ge nu ity op er at ing in a
free mar ket.21

Think ing Pre cisely. There is one par ticu -
lar GPS ap pli ca tion that dove tails with the use
of com mer cial sat el lite im agery that, over
time, could have a pro found ef fect on US na -
tional se cu rity. Pre ci sion ag ri cul ture com -
bines the use of GPS with high- resolution
multis pec tral im agery sur veys of ag ri cul tural
lands. Rather than treat ing crops as if they
were ho mo ge ne ous, farm ers who use pre ci -
sion ag ri cul tural meth ods ex am ine sat el lite
im agery to de ter mine pre cisely what ar eas
need more or less wa ter, fer til izer, pes ti cides,
fun gi cides, and other ele ments and then ap ply 
what is needed ex actly at the right time. The
key to pre ci sion ag ri cul ture is the im agery
man age ment in fra struc ture to in ter pret the
im agery data and make timely rec om men da -
tions use ful to the farmer, who can then use
GPS- guided farm im ple ments to pre cisely ap -
ply what the crops need.22 The pre ci sion ag ri -
cul tural pro cess is strik ingly simi lar to what
the mili tary has to do when it makes a threat
as sess ment, plans a mis sion, and tar gets its
weap ons.

This simi lar ity may have pro found im pli ca -
tions for US na tional se cu rity if one ac cepts
the the sis of fered by Al vin and Heidi Toffler in 

their re cent work, War and Anti- War: Sur vival
at the Dawn of the 21st Cen tury. They con tend
that “the way we make war re flects the way we

make wealth” and pro vide some thought-
 provoking in sights about how so cie ties dif fer
in their ap proach to war and peace based on
their de gree of eco nomic de vel op ment.23

First- wave and second- wave so cie ties (i.e.,
char ac ter ized by ag ri cul ture and mass pro duc -
tion, re spec tively) that be come adept at pre ci -
sion farm ing could lev er age im agery sat el lite
tech nol ogy and GPS to cre ate their own lim -
ited ver sion of a revo lu tion in mili tary af fairs.
Thus, rather than as pir ing to World War
II–style ar ma ments and or gan iza tional struc -
tures, na tions (or even ter ror ist groups) may
find it rela tively easy to take what they al ready
know about ap ply ing pes ti cides pre cisely and
build a pre ci sion strike com bat ca pa bil ity.

Mitigating Factors

De spite the ob vi ous po ten tial com mer cial sat -
el lite im agery holds for mili tar ies around the
world, it is not at all clear whether they can
read ily use sat el lite im agery. While the abil ity
to col lect, pro cess, ana lyze, and as sess in for -
ma tion is cer tainly im por tant, it is only one
ele ment of a na tion’s abil ity to wage war. Ul ti -
mately, a na tion with ob vi ous hos tile in tent
and armed with the best sat el lite im agery
avail able must still be able to con vert that in -
for ma tion into com bat ca pa bil ity. Too of ten, a 
po ten tial ad ver sary is viewed as a dop pelgän -
ger of the United States rather than tak ing full
ac count of the pro found asym me tries that ex -
ist with re spect to sup port ing the war fighter
with sat el lite im agery.
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Despite the obvious potential
commercial satellite imagery holds
for militaries around the world, it is 
not at all clear whether they can
readily use satellite imagery. 



The “Hail Mary” Case. Crit ics of the US
pol icy to li cense high- resolution sat el lite im -
agery sys tems have of ten cited a “what if” sce -
nario based on Op era tion De sert Storm. If

Sad dam Hussein had had ac cess to sat el lite
im agery prior to and dur ing the Gulf War, they 
rea son that Iraq could have thwarted Gen H.
Nor man Schwarz kopf’s bold “Hail Mary” ma -
neu ver by tar get ing the massed for ma tions of
men and ma te riel of the XVIII Air borne Corps
and VII Corps with mis siles.24 The con clu sion
to be drawn is that for any fu ture em ploy ment 
of US forces a simi lar scale will be vul ner able
to ob ser va tion by com mer cial im ag ing sat el -
lites, and as such the forces would be “sit ting
ducks” for an en emy equipped with mis siles
and/or weap ons of mass de struc tion.25

Po liti cal Dis be lief. On the other hand, in
or der to con clude that ac cess to sat el lite im -
agery by an ad ver sary will make the dif fer ence 
be tween mili tary suc cess and de ba cle as -
sumes some facts not in evi dence. One must
as sume that lead ers like Sad dam Hussein
would ac tu ally be lieve what the com mer cial
sat el lites de tected. How ever, his tory is re plete
with ex am ples where in tel li gence on an en -
emy was ig nored, dis counted, or dis be lieved
be cause it ran con trary to the pre dis po si tion
of de ci sion mak ers. Rich ard Betts, a sen ior fel -
low at the Brook ings In sti tu tion, con cluded
in his study of sur prise at tacks that “the pri -
mary prob lem in ma jor stra te gic sur prises is
not in tel li gence warn ing but po liti cal dis be -
lief.”26

It’s Just Not That Easy. Few would ar gue
that the United States clearly has a techno-
 logical and op era tional ad van tage with re -
spect to in for ma tion op era tions us ing space-
 based as sets. Yet, de spite dec ades of e xpe ri -

ence, n ot even the United States has got ten it
quite right when it comes to get ting the most
from its im agery sat el lites. For in stance, af ter
the Gulf War a number of US “in tel li gence
fail ures” re lated to the use of sat el lite im agery
was iden ti fied, which in cluded un re li able dis -
semi na tion of im agery in tel li gence to air
wings and ground units.27 It is just not that
easy to con vert in for ma tion into com bat
power. There fore, there is no rea son to as -
sume that mere ac cess to sat el lite im agery
auto mati cally con fers to the en emy an
ability to use that im agery in a man ner that
sub stan tially al ters the bal ance of power or the 
end game.

The Diplomatic Challenges
There is lit tle doubt that the new gen era -

tion of com mer cial im agery sat el lites raises le -
giti mate con cerns with re gard to their mili tary 
util ity. None the less, their great est im pact
upon US na tional se cu rity will likely oc cur
dur ing peace time, not war, and in the con text
of day- to- day di plo macy. The oft- quoted mili -
tary strate gist Carl von Clause witz ob served in 
his 1832 mag num opus, On War, that the mili -
tary act of war (or prepa ra tion for war) is in ex -
tri ca bly linked to the po liti cal and dip lo matic
pro cesses, which are not mu tu ally ex clu sive,
but rather form a con tin uum.28 There fore, as -
sess ing the im pact of com mer cial sat el lite im -
agery on US na tional se cu rity also re quires a
re view of how com mer cial sat el lite im agery
may af fect the “art of the state”—di plo macy.

Transparency

Over the past dec ade, a number of stud ies
have at tempted to con sider what would hap -
pen when su per power do min ion over sat el lite
re con nais sance ended. In 1988, one such
study by the Car ne gie En dow ment for In ter na -
tional Peace de ter mined that on bal ance, “the
ele ment of stra te gic trans par ency pro vided by
read ily avail able com mer cial im ages does far
more for main tain ing peace than it does for
sharp en ing means of at tack.”29 Many ad vo -
cates for loos en ing re stric tions on com mer cial 
sat el lite im agery have since joined the cho rus
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“The primary problem in major
strategic surprises is not intelligence 

warning but political disbelief.”



of those who be lieve that im proved trans par -
ency pro vided by com mer cial im agery will ac -
tu ally lessen the pros pects for con flict.

The News Media

About the same time as the Car ne gie study,
Con gress ex am ined is sues that in volved the
me dia’s use of sat el lite im agery and na tional
se cu rity. The rea son for the study was that the
me dia was very much in ter ested in de vel op -
ing an in de pend ent source of sat el lite im -
agery, which in cluded a pro posal for
con struc tion of a “Me di asat.”3 0 The Of fice of
Tech nol ogy As sess ment (OTA) re port stopped
short of the Car ne gie study’s bottom- line en -
dorse ment of com mer cial im agery sat el lites.
In stead, it con cluded that the me dia’s use of
them might “com pli cate [em pha sis added] cer -
tain U.S. na tional se cu rity ac tivi ties and cer -
tain U.S. for eign poli cies.”31 A number of
things have changed since then that could res -
ur rect na tional se cu rity con cerns over the me -
dia’s ac cess to sat el lite im agery. The
pro lif era tion of “all- news” net works like the
Ca ble News Net work (CNN) has cut the news
cy cle from days to hours. Add to that the fact
that doz ens of sat el lites will soon or bit the
Earth col lect ing high- resolution im agery
around the clock, and that im agery will not
only be much more lit eral than ever be fore
but will be sold at very com peti tive prices.
The re sult is a co in ci dent con ver gence of two
mar kets that are highly mo ti vated and ide ally
suited for each other—a de vel op ment that will
al most cer tainly re sult in con tro versy over na -
tional se cu rity and free dom of the press.

War and Antiwar

Fu tur ists Al vin and Heidi Toffler of fer an even 
more pro found as sess ment of the se cu rity im -
pli ca tions of com mer cial sat el lite im agery and 
di plo macy. They pre dict that dip lo mats no
longer can ex pect to shep herd the af fairs of
state ex clu sively. The rai son d’état of third-
 wave so cie ties—in for ma tion su pe ri or ity—will

be come the prin ci pal ob jec tive and dip lo -
matic cur rency of citi zens groups, busi nesses,
and even re lig ious or gani za tions. High- tech
sources of in for ma tion like com mer cial sat el -
lites will be used by “knowl edge war ri ors” to
prose cute new forms of war and an ti war.* This 
will re sult in a grad ual power shift from the
tra di tional prac tice of di plo macy by the
nation- state to ad vo cacy by citi zens groups
and in di vidu als.32 For citi zen ac tiv ists to make
a dif fer ence, the popu la tion at- large must be
well in formed, thor oughly per suaded, and
highly mo ti vated.33 Al though the me dia will
con tinue to play a cen tral role in in form ing
the pub lic, non gov ern men tal or gani za tions
(NGO) and in ter na tional gov ern men tal or -
gani za tions (IGO) will them selves seek to in -
form, per suade, and mo ti vate the citi zenry
and will use all the tools at their dis posal to ad -
vance their cause du jour, in clud ing com mer -
cial sat el lite im agery.

Pub lic In ter est Groups. NGOs and IGOs
are not new. Ac cord ing to Dr. Ste phen Cam -
bone, a sen ior fel low at the Cen ter for Stra te gic 
and In ter na tional Stud ies based in Wash ing -
ton, D.C., about two hun dred of them ex isted
at the turn of the last cen tury, but few had any
real in ter est in di plo macy or in ter na tional re -
la tions. Times have changed. The number of
NGOs and IGOs has sky rock eted and by 1990,
their num bers had peaked at nearly 18,000.
While the ma jor ity of NGOs and IGOs still re -
main out side the sphere of in ter na tional re la -
tions, or gani za tions that are con cerned with
in ter na tional mat ters seem to be mo ti vated by 
their own ethos.34 As the in flu ence of NGOs
and IGOs con tin ues to grow, tra di tional
nation- state di plo macy will be chal lenged by
in de pend ent ac tors who de rive their strength
not from the state but from pub lic opin ion. To 
re main vi able and rele vant, these groups must
be able to arouse the pub lic and per sua sively
ar gue their causes and will cer tainly turn to
pow er ful tools of per sua sion like sat el lite im -
agery to seize the ini tia tive, build mo men tum, 
and force gov ern men tal ac tion.
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*The Toffler’s define anti-war as actions taken to deter or limit war rather than the opposite of war. War itself may be considered
antiwar, such as when a “preventive war” is begun to preempt a larger, more destructive form of warfare.



Seiz ing the Ini tia tive. Un like pub lic in ter -
est groups, gov ern ments are hob bled by their
own in ter nal pol icy de bates that can slow or
de rail the well- intended ef forts of pub lic of fi -
cials. NGOs and IGOs, on the other hand, of -
ten or gan ize them selves around a sin gle is sue
and, there fore, do not have to vet their po si -
tions to the same de gree that gov ern ments
must. The de lib er ate tempo of tra di tional di -
plo macy, which has been lik ened to the
highly styl ized Japa nese Ka buki dance, may
be re placed by a more fren zied pace caused by
these in ter lop ers. On the other hand, it is not
clear whether the grow ing in flu ence of watch -
dog groups—armed with in for ma tion de rived
from high- resolution im agery—is al to gether
un de sir able. One rea son for such a view is that 
there are times the US gov ern ment sim ply
can not watch all of the “niche” is sues that
NGOs and IGOs want moni tored. In fact,
work done by groups like Hu man Rights
Watch or Green peace could ac tu ally ad vance
US pol icy in ter ests by pro vid ing timely in for -
ma tion in sup port of US pol icy. In ef fect, they
could ex tend the “eyes and ears” of the gov -
ern ment on a number of is sues.

Arms Control and Verification

Im agery sat el lites, long con sid ered the bed -
rock of arms- control moni tor ing, owe their
very ex is tence to the pur suit of veri fi able arms 
con trol trea ties dur ing the cold war. So viet in -
tran si gence with re spect to on- site in spec -
tions had all but killed any pros pects for
mean ing ful arms con trol be tween the United
States and the So viet Un ion un til 1962. At that
time, the newly cre ated US Arms Con trol and
Dis ar ma ment Agency (ACDA) com mis sioned
the Woods Hole Sum mer Study to con sider is -
sues re lated to veri fi ca tion of arms- control
agree ments with the So viet Un ion. As a re sult,
veri fi ca tion re gimes that viewed on- site in -
spec tion as the sine qua non of veri fi ca tion
were scrapped in fa vor of agree ments that
could be veri fied us ing “mini mum ac cess”
meth ods, oth er wise known as Na tional Tech -
ni cal Means, or NTM.35

The dip lo matic cur rency of Ameri can
NTM dur ing the cold war is leg en dary and

has re sulted in the crea tion of a cer tain mys -
tique re gard ing the true ca pa bili ties of Ameri -
ca’s spy sat el lites. The mys tery of spy sat el lites
has cap tured the imagi na tions of Hol ly wood,
the pub lic, and is a mat ter of great in ter est
abroad. Given the highly clas si fied pro tec tion
af forded in for ma tion about these sat el lites
and the imagi na tions of screen writ ers and re -
port ers, other coun tries would find it nearly
im pos si ble to sepa rate fact from fic tion, hy -
pothe sis from hy per bole. In re sponse, for eign
gov ern ments may em ploy com mer cial im -
agery sat el lites to gauge their ac tivi ties with
what they be lieve Ameri can NTM can de tect.
If suc cess ful, this could se ri ously af fect the
abil ity of the United States to ver ify com pli -
ance with  arms- control  agree ments.

Poor Man’s NTM. As com mer cial sat el lite 
im agery be comes in creas ingly com mon -
place, the mys tique long as so ci ated with su -
per power NTM will even tu ally di min ish.
Such a de vel op ment would not be al to gether 
nega tive, how ever. Na tions that have pre vi -
ously re sisted the use of NTM to ver ify
arms- control agree ments might fi nally
agree to its use since they would have di rect
ac cess to their own source of sat el lite im -
agery—a sort of “poor man’s NTM.”3 6 On the
other hand, it may be dif fi cult to con vince
them to trust com mer cial im agery sup pli ers
that hail from an other coun try, par ticu larly
with re spect to Ameri can firms that are cur -
rently or have for merly been as so ci ated with 
the Pen ta gon or the in tel li gence com mu -
nity. Skep ti cal for eign gov ern ments might
then turn to pro vid ers with less po liti cal
bag gage, or may even re ject veri fi ca tion re -
gimes based on com mer cial im agery al to -
gether.

New Play ers and “Noise.”  Com mer cial sat -
el lite im agery will also af fect the world of
arms- control veri fi ca tion and com pli ance di -
plo macy as a new set of play ers will emerge
em pow ered with their own “eyes in the sky.”37

These play ers will in clude NGOs and IGOs, as
well as “white hat” coun tries like Can ada, Swe -
den, Aus tra lia, and the Neth er lands.3 8 In creas -
ing the number of play ers with ac cess to
high- resolution sat el lite im agery will un -
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doubt edly ele vate the “noise” level with re -
spect to com pli ance as sess ments. A 1996 study 
pre pared by Sci ence Ap pli ca tions In ter na -
tional Cor po ra tion con cluded that with a new
cast of play ers and at ten dant in crease in noise,
the com pli ance pro cess will be af fected by
pre ma ture reve la tions, false alarms, in creased
am bi gu ity, use of stall ing tac tics, and self- ser-
 ving po liti cal agen das.3 9 By in creas ing the
noise level, dif fer en ti at ing be tween pro -
scribed and per mit ted ac tivi ties may be come
even more dif fi cult since as sess ing com pli -
ance in varia bly re quires at tempt ing to prove a 
nega tive (i.e., that a cer tain pro scribed ac tiv -
ity is not tak ing place).4 0

Ef fec tive Veri fi ca tion. The noise is sue is
criti cally im por tant to the United States be -
cause of its ex act ing “ef fec tive veri fi ca tion”
stan dard. A treaty is con sid ered to be ef fec -
tively veri fi able if the United States be lieves
that it can de tect any mili tar ily sig nifi cant
breach of the agree ment and do so in time to
re spond ef fec tively and deny the other party
any ma te rial bene fit from the vio la tion. Un der 
the ru bric of ef fec tive veri fi ca tion, it is as -
sumed that vio la tions will be met with some
level of US re sponse.* Con se quently, the stan -
dard of evi dence re quired to “prove” non com -
pli ance is in credi bly de mand ing. Af ter
de tec tion, the evi dence must sur vive the with -
er ing fire of skep tics and apolo gists who of ten
in sist on in con tro verti ble proof dur ing the in -
ter agency re view pro cess. Be yond those re -
quire ments, how ever, evi dence o f
non com pli ance must also be in nately credi ble 
and eas ily un der stood by pol icy mak ers so
they can for mu late and jus tify an ef fec tive re -
sponse to vio la tions.41 If the evi dence is am -
bigu ous and fails to per suade pol icy mak ers
that a pro por tional re sponse is war ranted, not
only can the veri fi ca tion re gime be un der -
mined, but the agree ment it self could also un -
ravel.

De cep tion. The ex act ing stan dard of evi -
dence re quired for com pli ance as sess ments
may be po liti cally nec es sary, but some coun -
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A Delta II carries a Global Positioning System (GPS)
Satellite into orbit in 1996. Security concerns over the
proliferation of GPS receivers around the world offer a
thought-provoking corollary to the questions raised by
the emergence of high-resolution commerical imagery
satellites.

*The United States could respond to violations with any or all of its instruments of national power. Depending on the significance of
the violation, the United States could protest diplomatically by demarche, raise the issue publicly, levy economic sanctions, or even
conduct military operations against the violator.



tries may view it as a tacit in vi ta tion to cheat
on their agree ments. They do not have to con -
ceal pro scribed ac tivi ties or equip ment com -
pletely from US ob ser va tion, but merely
cre ate enough am bi gu ity that the ac tiv ity is
lost in the noise. Cre at ing just that level of am -
bi gu ity is the role of maski rovka, a So viet mili -
tary term that most closely equates to that of
the Eng lish con cept of “de cep tion” but in -
cludes cam ou flage, cover, de coys, feints, dis -
in for ma tion, and in for ma tion de nial.42 The
So vi ets were mas ters at it, and dur ing the cold
war, the im pli ca tions it held vis- à- vis stra te gic
sta bil ity were enor mous. The prin ci pal chal -
lenge to arms con trol lers dur ing that era was
de sign ing an agree ment that could pre vent
So viet cheat ing. Am rom Katz, an arms-
 control leg end and fa ther of NTM, un der -
scored the veri fi ca tion chal lenge in a man ner
wor thy of Yogi Berra when he tes ti fied be fore
Con gress, “We have never found any thing
that the So vi ets have suc cess fully hid den.”43

In cen tives to Cheat. De cep tion is still a
con cern of the pres ent gen era tion of arms
con trol lers, and in some re spects, they have a
much more dif fi cult job than did the cold war -
ri ors. To day’s in ter na tional en vi ron ment is no 
longer domi nated by su per power ri valry, but
is char ac ter ized by re gional dis putes that re -
quire mul ti lat eral so lu tions. Asym me tries
abound. Not even the former So viet Un ion
can match the United States in terms of its
broad eco nomic, po liti cal, or mili tary power.
Con se quently, there are tre men dous pres -
sures in many re gions to level the geo po liti cal
play ing field, cre at ing in cen tives to cheat on
arms- con trol agree ments.

The Ken nedy ad mini stra tion found that
“veri fi ca tion acts as a de ter rent to eva sion
only to the ex tent that a po ten tial vio la tor is
con cerned with the risks of ex po sure.”4 4 Ac -
cord ingly, would- be vio la tors would be well
ad vised to fully as sess their risk of ex po sure
and de velop meth ods to avoid de tec tion. As
states be come more fa mil iar with what can be
seen by im agery sat el lites (and what can not),
there is a chance that some will use their new -
found knowl edge to risk cheat ing. On the
other hand, there is no clear- cut an swer to

whether the avail abil ity of com mer cial
sat el lite im agery will in flu ence a coun try’s de -
ci sion to cheat by sup port ing its de cep tion ef -
forts be cause fear of de tec tion is but one
ele ment of such a cal cu la tion. The other and
more im por tant ele ment is na tional self-
 interest, and as ACDA con cluded long ago,
“Na tional self- interest, rather than fear of de -
tec tion, will re main the prin ci pal in duce ment
to com pli ance.”45

The Opportunities

One out growth of pri vate in vest ment in com -
mer cial sat el lite im agery sys tems in volves the
po ten tial for spin- off. The term spin- off re fers
to tech nol ogy de vel oped for the mili tary that
might have some com mer cial ap pli ca tion
down the road. For ex am ple, much of the im -
pe tus for the new gen era tion of com mer cial
im ag ing sat el lites re sulted from re search done 
for the Stra te gic De fense Ini tia tive (SDI).46 Al -
though spin- off tech nolo gies from SDI in vest -
ments jump- started the in ter est in the
high- resolution re mote sens ing in dus try, di -
min ish ing de fense budg ets will no doubt
lessen the im pact that mili tary spend ing has
on fu ture tech no logi cal de vel op ments. No -
where is this more true than in in for ma tion
sys tems, where de fense spend ing has gen er -
ally played only a mi nor role in the ex plo sive
growth of com put ers, digi tal data stor age, and
high- speed com mu ni ca tions.47

What this means is that the ta bles may have
turned with re spect to spin- offs as tech nol ogy 
origi nally de vel oped for the pri vate sec tor
may now serve as the touch stone for gov ern -
ment sys tems. This has largely al ready come
about in the area of electro- optical sen sors, as
well as com put ers and mass stor age that are
criti cal ele ments of any digi tal im agery sys -
tem.4 8 To stay com peti tive, firms will have to
prove their agil ity and crea tive ness in or der to
come up with bet ter prod ucts and de liver
them at lower costs to the cus tomer. There -
fore, the prin ci pal dy namic at work in the
space re con nais sance busi ness may well re sult 
from cor po rate ef fort to im prove the “bot tom
line” for share hold ers and not the Na tional
Re con nais sance Of fice.49
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US Plans for Commercial Imagery

Not with stand ing the pol icy goals enun ci ated
by PDD- 23 and the dem on strated value to
mili tary op era tions dur ing the Gulf War,
there are some gov ern ment im agery ana lysts
and pol icy mak ers that are less than en thu si -
as tic in their ap proach to ward com mer cial
sat el lite im agery. This may be the re sult of ei -
ther mis ap pre hen sion of the true po ten tial of
these sys tems, or per haps sim ply re flect nerv -
ous ness with the pros pect of bank roll ing an
in dus try that can make life much more dif fi -
cult for those in volved in na tional se cu rity.
On the other hand, many in gov ern ment rec -
og nize that this tech nol ogy is here to stay, and 
in te grat ing it with the over all na tional im -
agery ar chi tec ture could off set some known
short falls in US space sur veil lance and re con -
nais sance ca pa bil ity. While the planned fleet
of com mer cial im ag ing sat el lites could cer -

tainly ad dress some col lec tion short falls, the
one area that has re ceived much less at ten tion
but holds much greater po ten tial is the so-
 called back- end prob lem.

The Back- End Prob lem. Adm Wil liam O.
Stude man, former dep uty di rec tor of the Cen -
tral In tel li gence Agency, ac knowl edged that
the gov ern ment has placed too much em pha -
sis on the “col lec tion ap pa ra tus—its physi cal
at trib utes, or bits, bells, and whis tles” and not
enough on how the data is proc essed, ana -
lyzed, and dis semi nated af ter it has been col -
lected.5 0 The myr iad of ac tivi ties needed to
cap ture, pro cess, ana lyze, pro duce, and dis -
semi nate in for ma tion from im agery sat el lites
is known as the sys tem’s back end. Un like the
gov ern ment, work ing end- to- end so lu tions is
the forte of pri vate en ter prise, where mar ket
op por tu ni ties and cost- cutting drive in no va -
tion. Pri vate com pa nies will in evi ta bly seek to
im prove their mar ket share by de vis ing in no -
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Pearl Harbor, December 1941. To conclude that access to satellite imagery by an adversary will make the difference
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intelligence warning but political disbelief.”



va tive so lu tions to the back end of the im agery 
cy cle that will make im agery more rele vant
and eas ier to use for their cus tom ers.

NIMA Charts Its Course. To its credit, the
Na tional Im agery and Map ping Agency
(NIMA) has al ready taken sev eral steps in an
ef fort to tap into the in no va tive ex per tise of
the mar ket place. It re cently com pleted its very 
first stra te gic plan and placed the use of com -
mer cial sat el lite im agery at the top of its list of
stra te gic ob jec tives.51 In deed, be fore its re -
lease, the former di rec tor of NIMA, Rear Adm
Jack Dan tone said of com mer cial im agery:

We’re committed to it not because it’s the right
thing to do politically but because it’s the right
thing to do. It will probably supplant [emphasis
added] some of the requirements that we have
for other imagery, and that can only be good.5 2

It is in ter est ing to note that while it is gen -
er ally thought that com mer cial sat el lite im -
agery will be used ex ten sively for geo spa tial
ap pli ca tions, the pre sump tion is that it will
play less of a role for clas si cal in tel li gence
func tions. This is be cause “in tel li gence uses
of ten re quire im agery reso lu tion and time li -
ness that ex ceed the ad ver tised ca pa bili ties of
com mer cial sat el lite sys tems.”53 Some ana -
lysts and even end us ers re main skep ti cal of
us ing com mer cial im agery for ISR tasks de -
spite the ob vi ous pol icy con tra dic tion in her -
ent in such a view. Cur rent US pol icy clearly
re gards the use of com mer cial sat el lite im -
agery by for eign in tel li gence serv ices as a
genu ine threat to na tional se cu rity.

Issues
The fun da men tal goal of cur rent US re -

mote sens ing pol icy “is to sup port and to en -
hance US in dus trial com peti tive ness in the
field of re mote sens ing space ca pa bili ties
while at the same time pro tect ing US na tional
se cu rity and for eign pol icy in ter ests.”54 The
prin ci pal chal lenge is how to pro tect US na -
tional se cu rity in ter ests with out in ad ver -
tently stunt ing the growth of the very
in dus try the new pol icy is in tended to pro -
mote.

Shutter Control

In or der to man age the at ten dant risks to US
na tional se cu rity, both the Land Re mote Sens -
ing Pol icy Act of 1992 and PDD- 23 rely on the
pos si ble re stric tion of data col lec tion and/or
dis semi na tion.55 Termed shut ter con trol, per -
haps no other sin gle is sue is more con tro ver -
sial than this cor ner stone of cur rent US pol icy 
vis- à- vis com mer cial high- resolution im ag ing 
sat el lites. Al though meant to ad dress the se ri -
ous is sues of op era tional se cu rity and force
pro tec tion, there are ob vi ous prob lems with
US shutter- control pol icy. Al ter na tive sources
for im agery data al ready ex ist from a va ri ety of 
for eign pro vid ers. Ad di tion ally, there is no
guar an tee that US remote- sensing pro vid ers
will domi nate the mar ket as the in ter na tional
pro vid ers of choice. The im pli ca tion for US
pol icy is sim ple: Overzeal ous use of shut ter
con trol will drive away cus tom ers who will
seek al ter na tive sources of data rather than
sub ject them selves to the whims of Ameri can
bu reau crats.56

Prior Re straint. Even be fore such mar ket
ad just ments oc cur, how ever, at tempts to cap
the shut ters of Ameri can re mote sens ing sat el -
lites might be chal lenged in the courts. The
day af ter PDD- 23 was is sued, David Bartlett,
presi dent of the Radio- Television News Di rec -
tors As so cia tion, fired a warn ing shot when he
no ti fied key con gres sional lead ers that the
word ing of the gov ern ment’s shutter- control
pol icy fails to es tab lish “a clear and pres ent
dan ger.” 57 A clear and pres ent dan ger is the
bur den of proof of fered by Jus tice Ol iver Wen -
dell Hol mes as the only com pel ling jus ti fi ca -
tion for the fed eral gov ern ment en forc ing
“prior re straint” on fully pro tected speech.58

Ac cord ing to the doc trine of prior re straint,
the gov ern ment can not limit speech pro tected 
un der the First Amend ment “predi cated on
sur mise or con jec ture that un to ward con se -
quences may re sult.” Su preme Court case law
sug gests that prior re straint is only nec es sary
to pre vent “di rect, im me di ate, and ir repa ra ble
dam age to our Na tion or its peo ple.”59

Le gal schol ars be lieve that the is sue of shut -
ter con trol will be brought be fore the court
sooner rather than later, and when it is, the
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gov ern ment will find it dif fi cult (some say im -
pos si ble) to make a case that prior re straint is
the most ob vi ous rem edy.60 Oth ers con tend
that com mer cial im agery and imagery-
 derived in for ma tion does not even qual ify for 
full pro tec tion un der the Con sti tu tion. They
ar gue that the First Amend ment was crafted to 
pro tect free dom of speech and of the press,
shield ing ex pres sion of opin ion, ad vo cacy,
and dis sent from gov ern men tal cen sor ship.
Al though data de serves some meas ure of pro -
tec tion from wan ton cen sor ship or gov ern -
men tal re stric tions, they rea son it does not
re quire the same de gree of pro tec tion as
speech.61 Moreo ver, the US gov ern ment al -
ready has sev eral post pub li ca tion reme dies
un der ex ist ing fed eral law to ad dress such is -
sues as es pio nage and dis trib ut ing pho to -
graphs of de fense in stal la tions.62

In ter na tional Con sid era tions. Aside from
do mes tic le gal con cerns, there are a number
of in ter na tional con cerns that could fur ther
con found the US pol icy of shut ter con trol.
Ever since the first Land sat was launched, the
United States has en deav ored to pro vide gen -
er ous open and non dis crimi na tory ac cess to
Land sat im agery. By ad her ing to the prin ci ples 
of “open skies” and non dis crimi na tory ac cess
to remote- sensing data, the United States has
put into prac tice the very prin ci ples em bod -
ied in in ter na tional agree ments re lated to the
com mer cial use of space. As an added bo nus,
the United States was able to es tab lish the
bona fi des for over flights made by re mote-
sens ing sat el lites in gen eral, in clud ing its in -
tel li gence sys tems.6 3

Ex ces sive use of shut ter con trol could
change all of that. De vel op ing na tions that
come to de pend upon com mer cial sat el lite
im agery as a criti cal com mod ity will most
likely take a dim view of US gov ern ment ef -
forts to ex er cise shut ter con trol that could
deny them the very in for ma tion upon which
they have come to de pend. Sensed states
might even find that the US ac tion was in con -
tra ven tion of the UN’s remote- sensing prin ci -
ples for hav ing con duct ing remote- sensing
ac tivi ties “in a man ner det ri men tal” to the
rights of lesser- developed na tions.

No Pana cea. Even if the pol icy sur vives do -
mes tic court chal lenges, shut ter con trol will
cer tainly be cum ber some to im ple ment for
any length of time given the scope of US na -

tional se cu rity in ter ests, the number of dif fer -
ent com pa nies, the va ri ety of sen sors in or bit,
and the fact that the US mili tary and in tel li -
gence com mu ni ties will in creas ingly use com -
mer cial im agery. Even lim ited use of shut ter
con trol could drive cus tom ers away from
American- flagged sat el lites in fa vor of for eign
com peti tors. Shut ter con trol, there fore, can -
not be viewed as a pana cea for ad dress ing the
se cu rity con cerns of this coun try with re spect
to sat el lite ob ser va tion of sen si tive op era -
tions. In fact, it may turn out to be a blunt in -
stru ment that could se ri ously harm the
coun try’s long- term se cu rity in ter ests more
than it pro tects them.

Space Control

An drew F. Kre pine vich, the ex ecu tive di rec tor
for the Cen ter for Stra te gic and Budg et ary As -
sess ments and a mem ber of the Na tional De -
fense Panel, noted that in the pan el’s re port,
Trans form ing De fense: Na tional Se cu rity in the
21st Cen tury, pro tec tion of all the na tion’s
space as sets was a prin ci pal con cern. One rea -
son the NDP high lighted the is sue was that
DOD has es ti mated 70 per cent of mili tary
space re quire ments will mi grate from mili tary 
to com mer cial plat forms in the next dec ade.
Con se quently, the United States must do more 
to pre serve its ad van tage in the mili tary use of

SEN TI NELS RIS ING  75

The United States must do more to
preserve its advantage in the
military use of space for informa-
tion operations and other military
tasks by protecting its space
assets—including commercial
satellites—from attempts to attack
or degrade them.



space for in for ma tion op era tions and other
mili tary tasks by pro tect ing its space as sets—
in clud ing com mer cial sat el lites—from at tempts
to at tack or de grade them.64 Gen How ell M.
Es tes III, com mander in chief of US Space
Com mand, ech oed the cau tion ary theme of
the Na tional De fense Panel dur ing re cent tes -
ti mony be fore Con gress. He un der scored just
how de pend ent US pol icy mak ers, the in tel li -
gence com mu nity, and mili tary plan ners have 
be come on sat el lites and that Amer ica must
ac tively pur sue meas ures to “guard against
turn ing [that] de pend ence into a vul ner abil -
ity.”65 While there ap pears to be gen eral
agree ment with such an as sess ment, the
White House and Con gress are di vided on just 
what to do about US vul ner abili ties in space.66

Sat el lite Le giti macy and Im mu nity. Sat el -
lite vul ner abil ity is closely linked to the le gal
status of sat el lites. One of the great iro nies of
the cold war is that the United States and the
So viet Un ion im plic itly co op er ated to fa cili -
tate sat el lite re con nais sance of each other’s
ter ri to ries de spite the ob vi ous con tra dic tions
in her ent in such a pol icy. While the So viet
Un ion ini tially ob jected to Ameri can sat el lite
over flights, So viet op po si tion sof tened as the
Krem lin be gan to see re sults from its own sat -
el lites, which Mos cow found par ticu larly
valu able with re spect to its on- again, off- again 
re la tion ship with China. 67 So, over time the
two su per pow ers es tab lished a “prac tice of
the par ties” as the le gal ba sis for le giti miz ing
the use of sat el lites for re con nais sance—an un -
spo ken and un re corded “gen tle man’s agree -
ment” that re spected the im mu nity of each
other’s re con nais sance sat el lites.68

The le gal status of sat el lites is dif fi cult to
de ter mine for the same rea son that has sty -
mied ef forts to con trol other tech nolo gies
that can be used for mili tary and civil pur -
poses. Sat el lites are clearly “dual- use” tech -
nolo gies that can per form mul ti ple mis sions
us ing the same space craft. Some states have
ar gued that im mu nity should be granted only 
to sat el lites that per form purely peace ful
func tions or oth er wise con trib ute to stra te gic
sta bil ity, ex clud ing sat el lites that per form sur -
veil lance and re con nais sance, early warn ing,

and any other sat el lites that sup port mili tary
op era tions. Crit ics ar gue against this ap -
proach be cause it is dif fi cult to parse the func -
tion al ity of sat el lites, not to men tion the
com plexi ties as so ci ated with veri fy ing com -
pli ance with any agree ment based on it. In -
stead, some states fa vor em brac ing the
prin ci ple of global im mu nity for all Earth-
 orbiting sat el lites.69

Non in ter fer ence. Prior to 1972, there had
been no spe cific ban on in ter fer ing with a na -
tion’s sat el lite sys tems un til the United States
and the former So viet Un ion agreed on NTM-
 based veri fi ca tion of the Stra te gic Arms Limi -
ta tion Talks (SALT) I ac cord and the An ti bal lis -
tic Mis sile (ABM) Treaty. Para graph 2 of
Ar ti cle XII of the ABM Treaty states that “each
Party un der takes not to in ter fere with the na -
tional tech ni cal means of veri fi ca tion of the
other Party op er at ing in ac cor dance with
para graph 1 of this Ar ti cle.”70 As a re sult, an in -
ter na tional norm be came firmly es tab lished
by the su per pow ers that le giti mized the use of
sat el lites in so far as they le gally ac knowl edged
the need to ver ify com pli ance with arms con -
trol as the rai son d’être for space- based re con -
nais sance. With grow ing in ter na tional
de pend ence on com mer cial im agery sat el lites,
the United States might wit ness re newed ef -
forts by the in ter na tional com mu nity to pro -
tect com mer cial sat el lites from “harm ful
in ter fer ence” pur su ant to Ar ti cle IX of the
Outer Space Treaty. Moreo ver, should com -
mer cial sat el lites ever be come de facto NTM
for nonspace- faring na tions, fu ture arms-
 control agree ments may have to in clude a
“non in ter fer ence” pro vi sion to pro tect “poor
man’s NTM” to the same de gree as the United
States and the former So viet Un ion en joy un -
der Ar ti cle XII of the ABM Treaty.

ASAT and the ABM Treaty. One fi nal is sue
re lated to space con trol and sat el lite vul ner -
abil ity is the propo si tion that the United
States might use an ti sat el lite (ASAT) weap ons
to coun ter for eign commercial- imaging sat el -
lites dur ing times of cri sis or mili tary con flict. 
Presi dent Bill Clin ton made his tory as the first
US presi dent to use the line- item veto, tar get -
ing three ASAT pro grams with his pen, in clud -
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ing the Army’s Ki netic En ergy An ti sat el lite
Pro gram. Ac cord ing to Rob ert Bell, spe cial as -
sis tant to the presi dent and sen ior di rec tor for
de fense pol icy and arms con trol on the Na -
tional Se cu rity Coun cil (NSC), al though the
ad mini stra tion rec og nizes the need for space
con trol, it “doesn’t nec es sar ily be lieve at this
time that the Army pro gram is the ap pro pri ate 
so lu tion.” The White House would rather
forgo at tack ing the sat el lites them selves, and
in stead find ways to de stroy or dis rupt the in -
for ma tion down linked by the sat el lites.71

The Nexus. One of the prin ci pal rea sons
for NSC op po si tion to ASAT pro grams is the
in ex tri ca ble link be tween ASAT weap ons and
the 1972 ABM Treaty. The Clin ton ad mini stra -
tion re af firmed the tra di tional in ter pre ta tion
of the treaty, which pro hib its the de vel op -
ment, test ing, and de ploy ment of sea- based,
space- based, and mo bile land- based ABM sys -
tems re gard less of the tech nol ogy they would
use. The rea son for the con nec tion be tween
ASAT weap ons and the ABM Treaty is be cause
many of the ASAT em ploy ment con cepts
against low- Earth- orbiting sat el lites would
also be use ful if used against in ter con ti nen tal
bal lis tic mis siles dur ing the lengthy mid -
course phase of their tra jec to ries. Even though 
there is no in ter na tional treaty that spe cifi -
cally bans the de vel op ment, test ing, and de -
ploy ment of ASAT weap ons per se, crit ics fear
that ASAT pro grams could be used as cov ers
for de vel op ment of il le gal ABM tech nolo gies
that are se verely re stricted by the ABM Treaty.

Un for tu nately, the cross over be tween ABM 
and ASAT does not end with the ABM Treaty,
but af fects the US re la tion ship with the Rus -
sian Fed era tion and the START trea ties. Rus sia
has ex plic itly linked the in vio la bil ity of the
ABM Treaty with its com mit ment to full im -
ple men ta tion of START I, rati fi ca tion of
START II, and START III ne go tia tions for even
deeper nu clear force re duc tions. Al though ef -
forts to coun ter the threats posed by for eign
com mer cial im agery sat el lites us ing ASAT
weap ons may be le giti mate, they none the less
may threaten the deli cate stra te gic re la tion -
ship with Rus sia.

Conclusions and Policy
Alternatives

Im agery is pow er ful, per sua sive, and poi-
 gnant. Within the pho to graphic im age lies a
wealth of in for ma tion that can tran scend the
mere rep re sen ta tion of re flected pho tons. Not
only can im ages rec ord an event fro zen in
space and time, they in form authori ta tively
and are pre sumed to of fer im mu ta ble rep re -
sen ta tions of fact. Moreo ver, im ages can of ten
evoke an emo tional re sponse from those who
view them. Re call for a mo ment the im age of
the Earth taken by the Apollo 8 as tro nauts as
they or bited the Moon on Christ mas Eve 1968.
It was a spec tacu lar im age—Earth set adrift in
the black ness of space that quickly came to
sym bol ize the global con text in which man -
kind lives. “Think glob ally, act lo cally!” be -
came the man tra of an en tire gen era tion of
global ac tiv ists, whose per cep tions of the
world were un de nia bly shaped by that sin gu -
larly stun ning im age of planet Earth.

The in her ent power of im agery is one of the
rea sons un der ly ing the spir ited, and of ten pas -
sion ate pol icy de bates over com mer cial im -
agery sat el lites and their im pact on US
na tional se cu rity. Al though the cur rent pol icy 
ap proach—to en cour age the growth of the do -
mes tic remote- sensing mar ket—is a gam ble,
re al is ti cally it is the only game in town. The
tech nolo gies for many of these sat el lites ei ther 
can not be ef fec tively con trolled or al ready ex -
ist well be yond Ameri ca’s grasp. On the other
hand, if Ameri can firms even tu ally domi nate
the global mar ket, the US gov ern ment will at
least have some meas ure of con trol over the
avail abil ity and dis tri bu tion of the data from
these sat el lites.

The Role of Government

Con sis tent with the long- term pol icy goals of
PDD- 23, the fed eral gov ern ment should con -
tinue its ef forts to en cour age do mes tic growth 
of the remote- sensing mar ket. On a case- by-
 case ba sis, the gov ern ment may want to con -
sider un der writ ing pri vate de vel op ment of
new tech nolo gies and ap pli ca tions that hold
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par ticu lar prom ise for spe cific gov ern ment re -
quire ments. By in te grat ing the best of what
the mar ket has to of fer with that of its na -
tional re con nais sance sys tems, the United
States can slow or per haps even pre vent the
ero sion of Ameri can in for ma tion domi nance
in space- based im agery in tel li gence, sur veil -
lance, and re con nais sance.

None the less, the United States must re sist
the temp ta tion to be too gen er ous with gov -
ern men tal con tracts for remote- sensing prod -
ucts and serv ices. With its enor mous buy ing
power and in flu ence over mar kets, the gov -
ern ment could cre ate a de struc tive co de pend -
ency that could di min ish in cen tives for
in no va tion and en cour age gov ern men tal in -
tru sive ness and regu la tion. For that rea son,
the chal lenge for pol icy mak ers will be to bal -
ance the coun try’s le giti mate se cu rity con -
cerns against the re quire ment for ro bust
Ameri can com peti tive ness. Pol icy mak ers
will sim ply have to trust in the self- regulating
dy nam ics of the mar ket for high- resolution
sat el lite im agery and hope that it will con trib -
ute more to the main te nance of peace than to
pro vok ing con flict.

Ne go tia tion over Ne ga tion. Al though
there is great temp ta tion to ad dress the threat
posed by com mer cial im agery sat el lites with
ASAT weap onry, their use could ac tu ally en -
cour age oth ers to place US sat el lites and/or
ground in fra struc tures in jeop ardy. A bet ter
ap proach would be US spon sor ship of a le -
gally bind ing treaty on the rights and ob li ga -
tions of remote- sensing coun tries with
re spect to data dis tri bu tion. Such a treaty
would re quire, in ter alia, that sens ing states
pos sess the ca pa bil ity of ex er cis ing shut ter
con trol when the col lec tion and/or dis semi -
na tion of im agery data could harm an other
state while not de priv ing le giti mate us ers of
data they re quire. This mul ti lat eral de vice
would com plete what PDD- 23 uni lat er ally be -
gan, ena bling the US gov ern ment to man age
the se cu rity threat with out plac ing Ameri can
in dus try at a dis ad van tage or risk ing in ter na -
tional re buke.

Third- Wave War fare. As the United States
is car ried ahead by the third wave as a post in -

dus trial state, it can capi tal ize on its tech no -
logi cal su prem acy to ob vi ate or re duce the
need to rely on the tired strate gies and struc -
tures of second- wave land war fare. Cur rent
joint op era tional doc trine, how ever, pre sumes 
that Amer ica can con tinue to use the strate gies 
of the past, and as Maj Gen Chuck Link, USAF,
Re tired, has sum ma rized, tries to “put the
high est number of Ameri ca’s sons and daugh -
ters in range of en emy fires in as short a time
as pos si ble.”72 Still, there is an al ter na tive.

The United States can shed its leg acy con -
struct and rec og nize that large ma neu ver
forces are rap idly be com ing a “sun set” ca pa -
bil ity in the age of in for ma tion domi nance,
stealth, and un prece dented battle- space lethal -
ity. Ad vanced tech nolo gies of fer an other ap -
proach to war fare, one where force is ap plied
pre cisely to the vi tal nodes of an en emy from
re mote plat forms. This new vi sion brings with 
it the abil ity to ap ply full spec trum domi -
nance to the bat tle space in a man ner that will
lessen much of the cur rent ap pre hen sion over
Ameri ca’s grow ing vul ner abil ity to sat el lite
ob ser va tion and tar get ing. Thus, the de bate
over high- resolution im ag ing sat el lites and
the threat they pose really has much more to
do with the pre ferred struc ture of the US mili -
tary and the na ture of fu ture con flicts than
with the ca pa bili ties of the sat el lites them -
selves.

Is the Sky Falling?

Ul ti mately, the ex is tence of high- resolution
com mer cial im agery sat el lites is sim ply a fact
of life that US pol icy mak ers will have to ac -
cept. Al though the in for ma tion they will pro -
vide will un doubt edly of fer many chal lenges
in the years ahead, in some re spects these
high- tech gadg ets merely rep re sent the lat est
it era tion in man’s strug gle to achieve rela tive
ad van tage over one an other. What of ten hap -
pens when a new tech nol ogy is de vel oped is
that the anxi ety and fear it gen er ates is fol -
lowed in quick suc ces sion by re lief and op ti -
mism when an other tech no logi cal in no va tion 
cuts short the rela tive ad van tage of the first.
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This is the clas sic meas ure/coun ter mea sure
prob lem.

So, is the “sky fal ling” be cause of these new 
sen ti nels ris ing? The an swer is com pli cated
be cause these tech nolo gies are nei ther revo lu -
tion ary nor in con se quen tial. Nev er the less, in
the near term, the United States should not

wit ness a fun da men tal al tera tion in the status
quo, al though the long- term pros pects are less 
clear. In the fi nal analy sis, how ever, changes
in the geostra te gic land scape of the mul ti po lar 
world will have far more im pact on US na -
tional se cu rity than will any of the cur rent or
planned ca pa bili ties of com mer cial im agery
sat el lites.

Notes

1. The SS- 25 is a three- stage, solid- fuel, road- mobile in ter con -
ti nen tal bal lis tic mis sile (ICBM) that con tin ues to serve in large
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